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 I. GENERAL VIOLATIONS OF DIGITAL RIGHTS 

 (violations affecting an unlimited number of individuals)  

 

Access to the Internet 

The Decree of the President of Ukraine of May 14, 2020 No 184/2020 entered into force the decision 

of the National Security and Defence Council of Ukraine On the Application, Lifting and Amendment 

of Personal Special Economic and Other Restrictive Measures (Sanctions)
1
. This Decree continues 

blocking websites on the basis of two Decrees of the President of Ukraine of 15 May 2017
2
 and 14 

May 2018
3
 that was criticized more than once

4
.  

In sum, during the reporting period one (1) violation of digital rights was spotted in the form of 

restrictions on access to the Internet, covering 240 web resources. 
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II. INDIVIDUAL VIOLATIONS OF DIGITAL RIGHTS (infringements affecting individual 

right-holders and with no direct impact on wide audience). 

1. Violations of the right to freedom of expression online 

 1) Internet and dissemination of rumors 

The experts of HRP analyzed 38 court decisions in cases of administrative offenses under article 173-1 

of the Code of Administrative Offenses (dissemination of rumors), which had been published in the 

Unified State Register of Judgments in June 2020. Most of the cases related Covid-19 issues. 

As a result, nine (9) violations of digital rights were recorded, connected to right to freedom of 

expression online: 

1) Incomplete establishment of circumstances: courts do not study full text of messages, which 

become reasons for starting the proceeding. So, having a court decision, it is impossible to 

understand what information the court analyse (and whether it analyse the information at all), 

whether information is true, and whether the available information can lead to panic or 

disturbance. 

For instance, Sambir City District Court of Lviv Region found the person guilty of 

disseminating of rumors, which could lead to panic or disturbance in its decision of June 9, 

2020. The facts that the court included in the decision are: "The person commented a post on 

its Facebook page, which contained false information, which could have lead to panic among 

the Facebook users". 

Neither the content of this user's comment nor the content of the message he commented on - 

the court did not cite. 

2) Lack of evidence: often there are no evidences of someone's intent to cause panic or 

disturbance. 

For instance, in the court ruling above-mentioned the fault was justified by: "materials of the 

case, in particular the data contained in the protocol on administrative offense, which had 

been signed without any comments"
5
. 

So, absence of comments was the reason why the court found the person guilty. 

3) Lack of assessment of reliability of messages, which would be carried out by courts: 

The Dniprovskiy District Court of Dniprodzerzhynsk found a person guilty of disseminating of 

rumors, in particular publications stating that the Government has decided to extend the 

national quarantine due May 15, 2020
6
. The court recognized the information false despite the 

fact that at the moment of consideration of the case the quarantine was already extended. 

4) Lack of rationale for someone's intent to cause panic or disturbance
7
.  

On June 22, 2020, the Gorokhovsky District Court of the Volyn Region found a person guilty 

of an offense of posting a message that the global coronavirus pandemic is a fake. The person 
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pleaded partly guilty and explained that accidentally pressed the wrong button. However, the 

court found the person guilty, without explaining why it rejected the arguments and what 

evidence they refute
8
.  

In sum, nine (9) violations of digital rights related to dissemination of rumors were recorded. 

 2. Other violations of right to disseminating and getting information 

Putivl district court of Sumy region found two people guilty of propaganda for publishing 

image of St. George's ribbon on its Facebook page
9
 
10

. The court acted beyond its competence 

because such cases are not the subject to district, district in cities, city and city district courts 

(judges)
11

.  

 3) Access to public information 

The Department of Organizational Work of the Kharkiv City Council billed Rukh CHESNO 

for scanning the minutes of sessions and commissions, which had already been published in 

scanned form on the official website of the council
12

. 

 4) Recognition of information inaccurate, imposition of a duty to refute / delete it without 

observing the requirements of the law and European standards in the field of freedom of 

expression 

On June 16, 2020, Darnytskyi District Court of Kyiv ruled to to refute false information 

published on Facebook. Having concluded that "the author presents a personal opinion by 

analyzing various sources of information", the court at the same time did not distinguish 

between evaluative judgments and facts, obliging to refute the disputed messages as a whole
13

. 

 5) Interference in journalistic activities 

1) Judge of the Administrative Court of Appeal Kostiantyn Babenko tried to knock the phone 

out of the hands of online media NV journalist Khrystyna Berdynskykh
14

.  

2) On June 6, 2020, Bohdan Vasylenko, the editor-in-chief of the Hvozdy portal, was 

prevented from videotaping a fire at a shoe factory in Zaporizhia.
15

. 

 6) Pressure on journalists and bloggers that cause chilling effect on freedom of speech 

On September 10, 2019, the initiators of the flash mob, Iryna Zemlyana and Yelyzaveta 

Kuzmenko, filed a complaint with the Cyber Police Department of the National Police of 

Ukraine regarding harassment and threats against them on social networks
16

. 
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 7) Seizure of intellectual property rights that arise from Internet users when using websites 

The National Commission for State Regulation of Communications and Informatization has 

published a list of 39 sites to be blocked by Internet providers in accordance with the decision 

of the Pechersk Court of Kyiv of June 10, 2020
17

. 

 

In sum, in June 2020, sixteen (16) violations of freedom of speech online were recorded. 

 

2. Privacy and Data Protection 

 1) Collecting and processing of personal data of users 

The State Bureau of Investigation collects personal data of users who participate in the election 

of candidates to the Public Oversight Board. The voting system for the competition to the DBR 

Public Control Council collects personal data of citizens, namely the series, passport number, 

as well as email and phone number. It requires consent to the processing of this personal data, 

without specifying the purpose and method of processing this data, the term of their storage
18

. 

 2) Disclosure of personal data  

а) In May 2020, the TV channel 1+1 released personal data of a woman, who was a victim of 

sexual assault committed by two police officers
19

.  

b) Radio Svoboda photo correspondent Serhiy Nuzhnenko stated that his personal data was 

publicly available
20

.  

c) In the social network Telegram still operates an anonymous channel, where users are openly 

offered the sale of stolen personal data of Ukrainians
21

. 

 

Thus, in June 2020, four (4) violations of rights to privacy and protection of personal data were 

recorded. 

 

In sum, in June 2020, twenty (20) individual violations of digital rights were recorded, sixteen 

(16) of which - violations of freedom of speech online, four (4) - violations of right to privacy. 
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 III. POTENTIAL THREATS TO FREEDOM OF SPEECH AND PRIVACY ON THE 

INTERNET IN UKRAINE 

 1) Hacking of email accounts and online platforms 

Nintendo previously reported hacking 160,000 accounts, but on June 9 updated those numbers 

to 300,000
22

.  

 2) Violation of right to privacy 

A. $ 5 billion lawsuit filed in the United States for violating users' privacy by tracking their 

actions even when they use Google's incognito browser
23

. 

B. Google has published a recent study on the moving of people from different countries, where 

data about Ukraine first appeared. They were published on the COVID-19 Community 

Mobility Reports page
24

. 

C. Google said that it found 70 harmful extensions for its Chrome browser, which was 

downloaded by about 32 million users. In addition to the functions, with which users were 

attracted, these extensions collected and transmitted information about the web pages that 

people viewed to third-party servers and also entered in various forms in the process of 

interacting with web services
25

. 

 3) Attacks on websites and other web resources 

а) Provider "Volya" appealed to the cyber police because of DDoS-attacks on their servers, 

which lasted from May 31 to June 2. In general, the complete lack of access to services lasted 

12 minutes on May 31 and 45 minutes on June 1. An attack on the volia.com website was also 

recorded, but it was prevented
26

. 

 4) Spread of fake news 

A. Olexander Alimov, Russia's Deputy Permanent Representative to the United Nations in 

Geneva posted on Twitter that children had died during the war in Donbas. The post included 

photo of the girl, which, as he noted, had "died from shelling of the Ukrainian army". Oleg 

Nikolenko, spokesman for the Permanent Mission of Ukraine to the United Nations in New 
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York, noted that the girl was Anastasiya Lutsyshina who was Russian and had been killed in 

2013
27

. 

B. Lviv Mayor Andriy Sadovy accused TV Channel 5 of spreading a fake, namely that Zelensky's 

team would allegedly nominate him as a candidate in the local elections in Lviv
28

. 

 5) Leak of personal data of application users 

The social network Twitter sent a letter a letter with a warning about a possible leak of 

personal data, in particular its business partners
29

.  

 6) Internet fraud 

A. A new scam has appeared on YouTube: fraudsters have published videos in which it was 

reported that, in the United States, an organization was allegedly established to pay 

compensation for information leaked from social networks and messengers. As a result, victim 

may lose UAH 400, and in the worst case - all the money from the bank card
30

. 

B. Fraudsters who collect funds allegedly for victims of the collapse of a house in Kyiv have 

become more active on social networks
31

. 

 7) Social media failures 

A. In June 2020, a large-scale failure of the social network Facebook occurred. In particular, 40% 

of users could not log in to their Facebook account, 42% did not update the news feed, and 

another 17% claimed a full blackout on the social network
32

. 

B. On June 7, 2020, there was a large-scale failure of the Telegram. 94% of users who reported a 

problem reported not being able to connect to Telegram, and 5% said they could not send a 

message
33

. 

в) On June 2, 2020, a large-scale failure of the social network Instagram occurred. About 19% 

of the problems were related to login. Another 16% of complaints concerned problems with the 

stories, and 63% - with the tape
34

. Another failure occurred on June 11
35

. 

 8) Leak of personal data 

а) Cybersecurity experts Noam Rotem and Ran Lokarev of vpnMentor found a leak from 

dating apps (3somes, Cougary, Gay Daddy Bear). In total, researchers have found 20 million 

files weighing 845 gigabytes in the public domain
36

. 
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б) Darknet published a database with phone numbers and unique user IDs of Telegram 

messenger
37

.  

 9) Operation of state registries of Ukraine 

First Deputy Minister of Digital Transformation Oleksiy Vyskub said that access to most basic 

registers in Ukraine is completely uncontrolled
38

. 

 10)  Operation of dangerous applications for smartphones 

Avast Antivirus has detected 47 applications for Android smartphones hosted on the Google 

Play Store, which hide very dangerous advertising software. Their only task is to display 

advertisements on the smartphone screen, making it unusable
39

. 

 

Thus, in June 2020, ten (10) potential threats to digital rights, in particular right to freedom of speech 

online and right to privacy, were recorded. 

 

Summarizing the above, it is worth noting that the monitoring of digital rights violations in Ukraine in 

June 2020 revealed: 

●   1 (one) fact of general violation of digital rights in restrictions on access to the Internet, covering 

240 web resources; 

●   20 (twenty) facts of individual violation of digital rights, specifically: 

o sixteen (16) violations of freedom of speech online; 

o four (4) violations of rights to privacy and protection of personal data. 

 

Also, 10 potential threats to the freedom of speech and the right to privacy on the Internet have 

been identified in Ukraine. 
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